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Legal Scenario Relating to the Role and Responsibility of the Internet Service Providers in India: An Assessment
                                                        Smt. Jyothi Vishwanath* & Srinivas C Palakonda**
I. Introduction

The Internet serves as a powerful mechanism for the collaboration, communication and interaction between individuals regardless of their geographic location. It has proven to be a tremendous success - connecting more than 100 million computers
 & 
 and is further growing beyond the wildest expectations of the Homo sapiens. 


Internet users cannot be regarded as a homogenous group. It is imperative to distinguish the liability of those who give individuals and corporations access to the Internet from that of individual users. The former includes not only Internet Service Providers (ISPs) but also non-commercial hosts such as universities, offices, other educational institutions, corporate sectors etc. 

ISP is an entity that connects people to the Internet and provides related services such as web site building and hosting. ISPs are also sometimes described as Online Service Providers. ISPs are today largely immune from liability for their role in the creation and propagation of worms, viruses, obscene and defamatory material and other forms of malicious computer codes. In the spirit of promoting electronic transactions, it becomes all the more essential to clarify the position regarding the liability of the ISPs. Amidst this scenario, this paper makes a sincere attempt to analyse the concepts of Cyberspace, Network, Internet and ISP; the role played by the ISPs as intermediaries; the possible Internet crimes for which ISPs may incur liability; the responsibility of the ISPs for the Internet crimes; the consequences flowing from such liability; and the measures required to be adopted in this direction.  
II. Meaning of Cyberspace

The computer’s ability to share data with other computers over a network linked through telephone has led to a major telecommunication revolution. A computer network is a network consisting of a central computer usually known as server and a number of remote  stations say 20-30 reporting to it. Networking has led to the concept of cyberspace.

 & 
         

It is a term used to describe a ‘computer world’ created by the connection of computers and the computer networks. The resulting whole is a decentralised, global medium of communication that links people, institutions, corporations and governments.

III. Meaning of Network

A ‘network’ is a set of related, remotely connected device and communication facility including more than one computer system with the capability to transmit data among them through the communications facilities on the server. It is a logical extension of a data communication system. In a computer network,
 two or more processors or computers
 are linked together with carriers and data communication devices for the purpose of communicating data and sharing resources.
 The network system covers three types of network
 which are depicted in Illustration.1.  
Illustration 1:
	LAN
Local Area Network
	WAN

 Wide Area Network
	VAN 

Value Added Network

	· Geographically it is a small network of computers.

· is used by a group/department to share related software & hardware.

· Three main components of a LAN are Workstation, Server & Interface cards.
· A server is a computer which provides services to workstations & interface cards are used to connect a workstation or a server to a network.

· is restricted to a limited geographical coverage of a few kilometers.


	· covers greater distances & may operate nationwide.

· is also known as a Long Haul Network.

· Here, the transmission medium used are normally public systems such as telephone lines, microwave & satellite links.

· Workstations are located at scattered & distant places.


	· is a telecommunication network for data.
· It processes or transforms data & information in some way for value.

· provides services beyond simple transport of information.

· VAN is a third-party which provides the Electronic Data Interchange.

· provides services relating to mail-box by switching messages from one mailbox to another.

· connects a customer to any number of his trading partners.

· Messages are delivered irrespective of any time-zone problems.

· In addition to receiving, storing & sending electronic messages, it also arranges to provide audit information.


 IV. The Internet


The International Network is known as Internet. It is a highway for worldwide data and information on innumerable servers on the net. It is a vast global network of computers sharing information on every conceivable subject of interest to humankind.
 It allows millions of computers to be linked together connecting universities, offices, individuals, government agencies, corporate entities and private enterprises.


In American Civil Union vs Reno,
 the term Internet was defined as: “The Internet is not a physical or tangible entity, but rather a giant network which inter-connects numerable smaller group of linked computer networks. It is network of networks. Many networks are connected to other networks, which in turn are connected to other networks in a manner which permit each computer in any network to communicate with computers on any network in the system. This global web of linked networks and computers is referred to as the Internet.” 


WWW
 is defined as the use of distributed data bases and remote information retrieval on the Internet.  It is not controlled by a single organization, but by separate operators throughout the world. It serves as a platform for storing information on the global online and is accessible to the Internet users around the world.
 Internet is fast becoming a way of life for millions of people.
 Illustration. 2 depict the number of internet users in the world over in percentage and numbers.

Illustration 2:   

	Total Internet Users in the World 
	In Percentage
	In numbers

	1.
	Asia 
	38.7%
	510 Million users

	2.
	Europe
	26.4%
	348 Million users

	3.
	North America
	18.0%
	238 Million users

	4.
	Latin America/Caribbean
	9.6%
	126 Million users

	5.
	Africa
	3.4%
	44 Million users

	6.
	Middle East
	2.5%
	34 Million users

	7.
	Australia
	1.5%
	19 Million users




The above Illustration makes it clear that due to the large number of internet subscribers which is growing with every passing day, it is all the more difficult for the intermediaries to control them and their online behaviour.  
V. The ISP


A Network Service Provider means any person who provides access to information service in an electronic form.
 They are the entities that provide individual and institutional subscribers with access to Internet.


Section 79 of the Information Technology Act, 2000 (I.T. Act, 2000) deals with the liability of the Network Service Providers. The explanation to this section provides that ‘Network Service Providers’ means an ‘Intermediary’. According to Section 2 (w) ‘Intermediary’, with respect to any particular electronic message “means any person who on behalf of another receives, stores or transmits that message or provides any service with respect to that message.”
 

Looking at the definitions, it appears that any person providing any service with respect to electronic messages including receiving, storing, transmitting it would qualify as an Intermediary. Since receiving and transmitting includes connectivity, any person providing connectivity such as an ISP or a Cyber Cafe also falls under this definition of Intermediary.
 But it does not mean that all intermediaries are ISPs. For e.g. a search engine like google.com is not an ISP.

 Any company registered in India, is entitled to apply for the license to provide Internet services. These licenses are granted for an initial period of fifteen years which is extendable for further periods of five years or more.
 
VI. Role of ISP

Various types of intermediaries are involved in delivering content online to the end-users, since making a work available over the Internet involves a chain of intermediate service providers. For e.g., a person who is interested in launching a website will first obtain an account with a hosting service provider and then will upload web pages onto his web site which is physically located on the host’s ‘server’ and which can be very well described as a very large hard disc which is directly accessible on the Internet.  When the information is stored on the server, the uploaded documents become instantly available to all those with a connection to the Internet. 


An access provider in turn provides access to the Internet. On the way from host to access provider to end user, the transported document passes through the infrastructure of a network provider, who apart from providing the physical facilities to transport a signal, also transmits and routes it to the designated recipient.  It is quiet common for a single legal entity to provide the complete range of these services.


Hence, ISPs play an instrumental role in transmitting or disseminating third party content, but neither initiates nor takes any part in a decision to disseminate any particular material.
 ISPs perform the following tasks:

· Provides access
 to the network.
· Website building and hosting.
· Hosting mailing list, e-mail services.
· Act as an intermediary with respect to any particular electronic message between an originator
 and an addressee
 but is himself none of them.
· Offer electronic news, storage space, games and other entertainment; or 

· Simply receive data, convert that data into a form consistent with the IP protocol and forward the results to independent computers that in turn provide richer services and interactions. 


They control the point at which information residing on a privately owned computer network first comes in contact with the public network. They control the gateway through which every legal and illegal act and information enters and re-enters the public network. It can be said that ISP may act as an ‘information carrier’
 or as ‘information publisher’
 depending upon the nature of its functions.  

 VII. The possible Internet crimes for which the ISPs may attract liability 


The Internet is being transformed into a haven for criminals. The crimes rate on the Internet is increasing at 4.2% every week.
 Internet has become host for a plethora of crimes. The computer crimes can be classified into two broad categories.

They are depicted in Illustration. 3.

Illustration 3:
	Computer Based Crimes
	Computer Assisted Crimes/

Computer Related Crimes

	· Specifically termed as Cyber Crimes & Computer Crimes, since they are committed on the Internet with the help of a computer. 
· Computer & computer network is essential for the feasibility of these offences.

· Here the computer is an accused, a victim as well as a tool used to commit the crime.
· To deal with these crimes, I.T. Act, 2000 has been evolved & Section 65, 66 & 67 deal with such crimes.
· Offences such as hacking, destruction of digital information through the use of virus, unauthorised access to a computer/computer system with an intention to commit theft, fraud & forgery fall under this category.
	· Here computer becomes a part of evidence & a crime takes place with the help of a computer.
· Computer only forms a part of the complete crime scene.
· Here computer is used as a medium to assist in some activity which is already prohibited by law.

· These crimes attract the provisions of I.P.C, Cr.P.C, Law of Evidence & the law relating to Intellectual Property Rights, depending upon the nature of the crime.

· Offences such as defamation, pornography, obscenity, copyright infringement are covered here.



In both these types of crimes, where either the computer is a tool to commit a crime or it has become a victim of a crime, the ISP acts as a witness. Any information regarding the mails, location, telephone number, Internet provider address of the computer used by accused
 can be retrieved from the ISP, for further suitable action against offender. 
A brief review of these crimes:
(i) Hacking with computer system: Section 66 I.T.Act, 2000  
Whoever                      with intent to cause/                                           wrongful loss/     

                                     with the knowledge that he is likely to cause    damage 

                                     to the public/any person or
                                     Destroys/deletes/alters 

                                     any information residing in a computer resource

                                     or diminishes its value
/utility or affects it injuriously by any 

                                     means  

commits hacking. The punishment for hacking is three years or fine extending to two lakh rupees or with both. This section provides penal remedy to the victim.  
(ii) Penalty for damage to computer/computer system: Section 43 I.T.Act, 2000

If any person-         without the permission of the owner/any other person who is in   

                               charge of a computer/computer system/computer network
· has access to it 
 or

· downloads/copies/extracts any data/database
/information from computer or any removable storage medium or 

· introduces any computer virus
/computer contaminant 
 into it or 

· damages data/database/programmes residing in it or

· disrupts it or

· denies/causes denial of access to any person authorized to access it or

· provides any assistance to any person to facilitate access to it in contravention of this Act or

· charges the services availed of by a person to the account of another person by tampering/manipulating it,

he shall be liable to pay damages, not exceeding one crore rupees to the affected person. This section provides pecuniary remedy to the victim. ISP may attract liability due to the commission of these above offences by any of its subscribers.

Under the I.T.Amendment Act, 2006 the limit of one crore is proposed to be removed.

(iii) Defamation: Every person has a right to have his reputation preserved inviolate. This right of reputation is acknowledged as an inherent personal right of every person. It is a jus in rem, a right good against the entire world. A man’s reputation is his property, more valuable than other property.
 The issue of ISPs liability is gaining importance with the increase in the Internet offences in the area of the abetment of defamation. Illustration.4 provides a comparative analysis of the offence of defamation.

Illustration 4:
	Law of Torts
	Indian Penal Code,1860

	· The wrong of defamation may be committed by way of writing or by way of speech.

· The former is called as libel. Libel is a publication of a false & defamatory statement tending to injure the reputation of another person without lawful justification or excuse. The statement must be expressed in some permanent form, e.g. writing, printing, picture, statue, waxwork & effigy.

· The latter is termed as slander. Slander is a false & defamatory statement by spoken words or gestures tending to injure the reputation of another.
 & 


	Section 499

Offence of Defamation

	Section 501

Abetment of Defamation

	
	It consists of 3 essential ingredients, viz,
· Making or publishing any imputation concerning any person

· Such imputation must have been made by 

· Words, either spoken or intended to be read.
· Signs 

· Visible representations

· There must have an intention of harming or knowledge or reason to believe that the imputation will harm the reputation of the person concerning whom it is made.

· The crux of this crime lies in the publication i.e. communication of the defamatory matter to some person other than the person about whom it is addressed, e.g. dictating a letter to a clerk is publication.
 & 

	· Whoever prints or engraves any matter
· knowing or having good reason to believe
· that such matter is defamatory of any person 
· is guilty of abetment of defamation &

· would be liable to imprisonment upto 2 years or with or with both.




It is clear from the above Illustration that intention is one of the essential ingredients if defamation is a crime but not if it is a civil wrong. On the Internet, defamation may occur in e-mail message, mailing list,
 news groups,
 and World Wide Web. A question here arises if the ISP hosting the web page, mailing list or e-mail service or news group is liable under Sec 501 of IPC, if it contains any defamatory matter, since he acts as its publisher and distributor.  
(iv) Copyright infringement: The issue of online Copyright infringement liability for ISPs is gaining momentum with rapid growth of Internet users the world over and with the inherent difficulties of enforcing the copyrights against the individual Internet users world wide. Illustration.5 provides a brief picture of the concept of copyright and its violations. 
Illustration 5: 
	The Copyright Act, 1957

	Provisions
	Contents

	Sec. 13: Copyright subsists in
	 original literary, dramatic, musical & artistic works; cinematograph films & sound recording, computer programmes & architectural works.


	Section 14: Copyright means
	 the exclusive right to do or authorise the doing of acts such as reproducing, issuing, performing, making a cinema/sound recording, translating/adapting literary, dramatic, musical or artistic work; in addition to the above acts, to sell or give on rent a computer programme; make a copy of a cinematograph film or sell or give it on rent or in the case of sound recording, to embody it in another sound recording or to sell or to give it on hire or to communicate it to the public.

	Sec. 51 (a) (ii): Copyright is infringed 
	If any person without a licence granted either by the owner/Registrar of the Copyrights or in violation of any such licence if any granted - permits for profit any place to be used for the communication of the work to the public, where such communication constitutes an infringement of the copyright in the work. No liability is incurred if he was not aware & had no reasonable ground for believing that such communication to the public would amount to infringement.

	Section 63: Offence of infringement of copyright
	· If any person knowingly infringes/ abets the infringement of the copyright in a work, he is liable to be punished with an imprisonment for a term ranging between six months to three years & with fine ranging between 50,000/- to 1,00,000/- rupees.
· If an infringement has not been made for gain, lesser punishment may be imposed. It may be imprisonment of less than six months or a fine of less than 50,000/- rupees.

	Sec. 65: Offence of

  possession of plates
   
	It prescribes punishment to any person with 2 years imprisonment & also with fine, if he knowingly makes or possesses, any plate for the purpose of making infringing copies of any work in which copyright subsists.


 
It is clear from the above Illustration that the ISP may attract liability under any of the above provisions if there is any copyright violation by its subscribers, since he permits them to use the Internet for profit or for having abetted the offence.
(v) Obscenity: The ISP is also at risk of being held liable for the offence of publication of obscene material, if it hosts a website displaying such material. ISP acting as a host, charging a subscription fee, giving access to the material is committing the offence. The Indian law dealing with the offence of obscenity is dealt in Illustration.6. 
Illustration 6: 
	Indian Penal Code, 1860
	I.T. Act, 2000

	Section 292

Sale of obscene books
	Section 293

Sale of obscene objects to young persons
	Section 294

Obscene acts &
songs
	Section 67
Publishing obscene information in electronic form

	· A book / pamphlet/ paper/ writing/ drawing/ painting/ representation / figure/object shall be deemed to be obscene, if it is 

· lascivious or
· appeals to the prurient interest or

· if its effect is such as to tend to deprave/corrupt persons who are likely, to read/ see/ hear the matter contained or embodied in it.

· Section 292 (2) (a) to (e) lists out the activities which are covered under this provision.

· Making pornography available as well its possession is treated as an offence.
· For 1st conviction:  imprisonment upto 2 yrs with fine upto Rs.2000/-. 
· For second / subsequent conviction: imprisonment upto 5 yrs & fine upto Rs.5000/-.
	· If any obscene object as defined u/section 292 is sold/let on hire/distributed/ exhibited/ circulated
 to a person under the age of 20 yrs, the offender is liable to be punished with
· 1st conviction: imprisonment of 3 years with fine of Rs.2000/-.
· 2nd /subsequent conviction: imprisonment of 7 yrs with fine of Rs.5000/-.
	· If any person does any obscene act in any public place or 
· sings/ recites/ utters any obscene songs / ballad /words in any public place & thereby annoys others

· is liable for imprisonment upto 3 months or with fine or with both.
	· If any person publishes / transmits / causes to be published in an electronic form

· any material 

· which is lascivious or appeals to the prurient interest or 

· its effect is such as to tend to deprave / corrupt persons who are likely to read / see or hear the matter contained in the material is liable to be punished with
· 1stconviction, imprisonment upto 5 yrs with fine upto Rs 1lakh.

· 2ndconviction, imprisonment upto 10 yrs with fine upto Rs. 2 lakh. 

· Mere possession is not offence here.

· The provision is wide enough to cover a person who is based in India and uploads or provides material with pornographic content.



A question here arises that if a client’s webpage which is hosted on its server contains obscene material, can the ISP be held liable. It is worth noticing that none of these above provisions demand the presence of knowledge or absence of due diligence for imposing liability.

After considering these different offences, it needs to be examined if ISP can be held liable for any of them.  
VIII. Responsibility or Liability of ISPs

If a person commits a wrong,
 he is said to be liable or responsible for it. Liability or responsibility is the bond of necessity existing between the wrongdoer and the remedy of the wrong. It may be either civil/remedial or criminal/penal depending upon the purpose with which it is imposed by law.
 


Normally the person who is liable for a wrong is he who does it.
 This is termed as direct liability. One may also be held liable in respect of wrongful acts/ omissions of another person. Such liability is termed as indirect liability
 or vicarious liability.
 Normally a person is vicariously liable if he is an employer/master and the wrongful act is done by his employee/his servant and if the act is done by the latter while on the job/during the course of employment.


The new information technologies have stimulated and accelerated the reframing of legal rules according to which information intermediaries are held legally responsible for harmful information created by someone else. Such vicarious liability might be imposed for defamation, copyright infringement, distribution of obscene material or for invasion of privacy if they facilitate unauthorised intrusion into someone else’s computer/computer system/computer network by hacking or unauthorised access.


Chapter XII, Section 79 of I.T. Act, 2000 deals with the liability of Network Service Providers (NSP).

It provides that

· no person providing any service

· as a Network Service Provider shall be liable,

· under the Act/rules/regulations made under it,

· for any third party information
 or data, made available by him,

· if he proves that

· the offence/contravention was committed without his knowledge or

· that he had exercised all due diligence to prevent the commission of such offence/contravention.


I.T. Act, 2000 does not make any classification of ISP. The expression ‘NSP’ used in Section 79 covers within it all kinds of ISP irrespective of what function they perform in the long chain of intermediaries that help in transporting the Internet content to the desired destinations.

The I.T. Act, 2000 does not seek to amend any of the other Indian legislations under which any liability of ISP, civil or criminal, may arise. It merely tries to filter the incriminating facts through the parameters of Section 79, if an ISP is accused of violating any of the offences relating to defamation, copyright infringement, obscenity under other laws or it may be hacking or unauthorised access under the I.T. Act,2000.

Section 79 can be analysed in the light of the following circumstances—

· A is hacking (having unauthorised access) B’s computer and using the network services provided by Z, an ISP. Is Z liable?
· If A creates and propagates malicious worms, virus and thereby harms B’s valuable information, can Z, the ISP be held liable?

· If A infringes the copyright existing in an online information belonging to B, can Z, the ISP be held liable, since it allows and enables the Internet copyright pirates to exist and is in a position of policing the Internet?

· If A lodges obscene material/objectionable or defamatory statement sufficient to deprave B or defame him, can Z the ISP be held liable?


In all the above circumstances if Z is able to prove that the offence was committed without his knowledge
 or he had exercised all due diligence to prevent the commission of such offence, he will not be liable.  Astonishingly, the burden of proof has been shifted to the ISP. Now anyone can pull him into litigation and the initial burden of proving the existence of these two foundational facts i.e., ‘lack of knowledge’ and ‘due diligence’ lies upon him.
 

Lack of knowledge: The ISP can escape liability, if he is able to prove that he was unaware of all that was stored and passing through his servers. But if he is put under a notice that some impinging material is either stored or passing through his servers, he has to take proper action for removing that material, otherwise he could be said to have knowledge of the infringing material and be held liable.

Due diligence: To escape liability ISP has to show exercise of due diligence. Due diligence means reasonable steps taken by a person in order to avoid commission of offence/contravention. The provision is silent regarding the extent and degree of ‘due diligence’ required.  Is it required to monitor and judge the legality of millions of files that are present or passing through their servers?  This seems to be an impossible task considering the gigabyte that is stored or passes through their servers.
 
IX. Reasons for imposing liability upon the ISP and the consequences of exemption

Before imposing any liability upon the ISP, certain issues need to be considered. The nature of their functions, the long run impact of their liability, are certain matters which are to be borne in mind before reaching any conclusions in this regard.  The following two illustrations deal with certain issues relating to the imposition of liability upon the ISPs. Illustration.7 speaks about the reasons justifying grant of immunity to them keeping in mind the probable consequences which may result out of such liability. Illustration.8 depicts the reasons which justify the imposition of liability upon the ISP. 

Illustration 7: 
  











	Position u/ Section 79, I.T.Act, 2000 is consistent with the statutory provisions prevailing in other countries.
   
 



Illustration 8:   










	  Loss may run into crores of rupees which the offender may not be in a position to pay but the ISP is financially capable of paying the damages.

 

	Encourages ISP to develop mechanisms & adopt organizational structure to effectively control bad actors.



  

	Real offenders are usually beyond the reach of the law & difficult to locate.

 


Looking at the above illustrations, it becomes quite clear that holding the ISP liable may lead to disastrous and extreme consequences. Need is to adopt a flexible approach towards them. But this does not mean that ISPs are free bird in the cyber world.  They continue to be liable  
· to the Licensing and Regulatory authorities established under the I.T. Act, 2000.
· under any written law to remove/block/deny access to any material if directed by court.
· for their own content.
· for third party content, if they adopt or approve it. 
X. Conclusion and Suggestions
 
Considered from the enforcement aspects of the law, a question crops up as to who of the following should be held responsible and liable for the unlawful acts on the Internet. 
· sender of the information

· the service provider
· the user or

· all of them together.


The sender of the information or the user, either of them, may be offender. They should definitely be held liable if in case they are traced. Instead of burdening the ISPs with liability under every possible circumstance, thereby making them either overactive, since they resort to undesirable censorship or making them totally passive, since they want to show that they lack knowledge of the circumstances, it is more desirable that every thing possible should be done to trace the source of the information and make the originator primarily liable for the content.   


If they are not traceable or it is too difficult to trace the sender/ user, due to technical difficulties, still it will not be appropriate to fix the liability upon the ISPs. For e.g. in the physical world, if a letter containing defamatory matter is posted, if ever anyone is to be held liable, it is the addresser and if it is an anonymous letter, the liability cannot be imposed  upon the postal authorities on the ground that they have acted as messengers.

Hence, what is required is the adoption of a flexible approach on the part of the legislators and Judiciary while addressing the issue of the liability of the ISPs. 

Steps to be taken to tackle the issue


Some measures and precautions required to be taken by the concerned ones specially the ISPs, Internet users etc are suggested below: 
1. The ISPs should not be judged from the physical world legal liability requirements.

2. The ISPs should try to keep and maintain records relating each subscriber’s rough practices and online behaviour.

3. The Internet users should be encouraged to resort to extra caution while surfing the net, to install all the necessary virus protection software, to promptly inform the ISP regarding any defamatory/obscene matter concerning them.

4. The Internet users should be educated and enlightened regarding all the measures for protecting their information and data on displayed in electronic form on the Internet.
5. Need is to harmonize the different cyber security laws prevailing in different countries and to bring absolute uniformity in them so as to easily trace and stop the bad material flowing through them.

6. Technical means of barring undesirable information from the Internet, viz. electronic blockades can be installed.
 Internet users can block undesirable material by electronic means.
7. To deny children from having access to certain types of information, the parents should be provided with certain technological locking means.

8. The onus of exerting greater care over Internet security should be shifted to the subscribers and users also.

9. Indirect liability, imposed upon ISP, is desirable to a certain extent since it discourages them from handling material which is incriminating in nature.

10. The law should clarify certain grey areas like the circumstances in which the victim should bear the loss himself if the offender/originator could not be traced and the circumstances in which the ISP should be held liable.

11. The ISP can definitely bar undesirable information, if it desires.
12. ISP should be encouraged to develop some kind of supervisory mechanism to check the defamatory character of the online information with due regard to the physical difficulties of censoring each and every statement on the Internet.

13. Their liability should depend upon the nature of their role i.e., whether they are functioning as an information carrier or as information publisher.
14. The police officers, investigating officers, prosecuting officers and the judicial officers need to be trained more vigorously and made well equipped to handle the situation in a more efficient manner so that the evidence relating to the cyber crimes is not destroyed and the offenders are traced, prosecuted and convicted effectively.

Since ISP will never be able to prevent infringement of law and never be able to avoid consequent liability even if it were to constantly monitor all the sites, such a liability may lead to an undesirable form of censorship by the service providers.
 This fact must always be borne in mind.

Section 79 does not provide blanket immunity to the ISP.
 In fact, the immunity provided to the ISP is burdensome. The ISP shoulders the burden to prove that he has taken all due care to prevent the offence.  

Need is to ensure that neither the users nor the ISP are totally immune when it comes to cyber security. Each has a role to play and each should therefore be held accountable at least in part.

 ISPs are just means to an end.  If the end results are bad or wrong, then it would be inappropriate to blame the means since the means can be put to good as well as bad use.  A concerted, co-coordinated and uniform effort from all directions is required to check this growing menace of cyber insecurity. 

-**-
ISP is the  best person to keep track of the suspicious behaviour of the offenders thereby detect/deter them.  








They control the gateway through which the offenders enter & reenter the public network. 








Liability of ISP deters infringement  of law by other subscribers since he checks the network & tries to control it.








 Not possible to monitor millions of files & huge third party content passing through their servers.








They have extremely little knowledge of/ control over the internet users. 








 Fear of liabilities encourages & forces them to adopt precautions.








If due to the negligence of the ISP, loss is caused & the offender is unable to pay, the ISP should be held liable.





 If due diligence is not demanded, they may look away & evade all liability.








 Easy to trace the ISP.








Reasons justifying exemption of ISP





 ISP can help in   abbreviating the offence & identifying the individual who originated it.








They allow the offenders to exist. 








 It is difficult to trace the real culprit.








Reasons for holding the ISP liable  





 Imposing liability on ISP will make them to shift all the costs of cyber-security to the Internet subscribers, leading to  reduction of subscribers, due increased cost of internet services.








Making ISP liable could stifle & cripple the growth of the internet industry since they may resort to purely technical precautions. 








 Leads to undesirable form of censorship.








Deters the ISP from offereing services to innocent users. 








Acts as a mere conduit of information provided by others. 








 Difficult for ISP to judge  the nature of material – if it is obscene, defamatory or violates any copyright.








 It is not possible for ISP to remove defamatory/ obscene matter, since it requires careful investigation of all suspicious matter, which is highly impossible.








If ISP is forced to monitor the online behaviour of the online users, it will violate their right to privacy.








Imposition of liability motivates ISP to simply remove suspicious material, whether the contents are defamatory/ obscene or not. 








ISP will become overtly cautious & will exclude even good subscribers. 








 Imposition of liability upon the ISP may make the subscribers lethargic & discourages them in adopting any self-help techniques such as installing anti-virus & protection software.








 ISP are only passive carriers; their role resembles that of the postal & telecommunication companies, hence they should be meted out with similar treatment.








 Raises the price of services due to added security costs & legal exposure.
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