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Abstract: Due Nowadays, the demand for IoT-enabled devices is 

increasing exponentially and the communications between these 

devices are mostly in the form of color and gray-scale images. In the 

same sequence, the demand for IoT applications is also increasing, 

so it is a challenging task to protect the IoT applications from 

attackers. Therefore, an efficient encryption algorithm is required 

due to the limitation of IoT-enabled devices in terms of 

computational complexity and memory. In this work, a novel 

encryption scheme based on dual security is presented. Here in this 

work, dual security is used where at one level, the following keys (64 

80-bit, and 96-bit) are used, which key size will be used for 

encryption, is unknown to the user during encryption and 

decryption. That means for each image, a unique random key size 

will be used for encryption. While at the second level, a new session 

key (Key size will be decided at level one) is generated for every 

image encryption, which increases the security at this level. So this 

two-level security will reduce the chances of a man-in-middle 

attack. This scheme uses the hybrid of crossover and logistic map 

which enhance the randomness in the presented scheme. The 

strength of the presented encryption scheme is estimated by 

checking the presented technique on various types of cryptographic 

attacks such as differential attack (NPCR), statistical attack 

(correlation analysis, entropy, and histogram analysis), noise 

attack, and prone to the user secret key. The experimental 

outcomes show that the presented hybrid scheme is secured enough 

against different cryptographic attacks. 

Index Terms: Logistic chaotic map, Crossover, Session Key, dual 

security, Encryption, Decryption, IoT. 

I. INTRODUCTION 

Due to the rapidly increasing smart devices such as IoT devices, 

approximately 70% of internet communication is in the  
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form of gray-scale and color images. Since these 

communications are on the insecure and public channel, so these 

images must be secured from the various cryptanalytic attacks.  

The existing encryption techniques such as DES, 3-DES, IDEA, 

and RC6 are not sufficient enough in a constrained environment 

because of lightweight, less memory, and low computational 

capability. To enhance the performance of image cryptographic 

systems without trade-off the security levels, a cryptographic 

system based on chaos theory is a well known choice for secure 

and fast transmission of images over the transmission system.  

The main idea of this scheme is to extend an encryption 

algorithm for IoT enabled applications and devices that require 

less key size and high performance in terms of time and space 

complexity. Here we have used different key sizes used for both 

encryption and decryption. In this work, we have used 1-

dimensional logistic map as well as 2-point crossover for 

increasing more diffusion and confusion in the generated 

pseudo-random sequences. These pseudo-random sequences are 

used to produce random unique session keys for both encryption 

and decryption.  

The following is a summary of the entire presented system: In 

section 3, the presented methodology based on a hybrid of 

logistic map along with crossover operator is discussed in detail. 

Experimental results on various parameters are discussed in 

section 4. In section 5, the overall scheme is concluded. 

 

II. RELATED WORK 

 

 As per an extensive literature review, the chaotic maps are of 

two different types, i.e., 1-dimensional (1-D) chaotic map [1-2] 

and multi-dimensional chaotic map [3-6]. In a 1-D chaotic map, 

few parameters and only one variable are used to produce 
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different sequences randomly. The initial parameters are simply 

evaluated due to the less complex structure and small key space 

of 1-D chaotic map. So, it is less secured for color and gray scale 

image encryptions. While multi-dimensional chaotic map uses 

more than one initial variable, which improves the security but 

increases computational complexity. 

Other logistic map based image encryption techniques are 

discussed in [7-9]. Genetic operations based image encryption 

algorithms are discussed in [10- 12]. Other chaotic maps, such as 

digital chaotic map [13], Bülban chaotic map [14], and hybrid 

chaotic map [15] based image encryption algorithms are also 

discussed here for getting more ideas about chaotic behaviour. 

Image encryption algorithms are classified based on pixel-level 

and bit-level.  A new scheme is based on digit-level is described 

in [16]. For testing the proposed algorithm performance, [17-25] 

image encryption techniques are used. Session key based 

cryptographic algorithm is discussed in [26]. 

Recently, The IoT has become a lot of attention before 

researchers. Most of the objects in IoT enabled devices are 

wearable sensor devices, environmental sensors, and mobile 

devices. It is recorded from various sources that around ten 

billion devices by 2020 [27] will be connected to each other via 

Internet. For example, As per the estimation of a Cisco 

company, total connected devices per person would be 6.58 by 

2020, i.e., around fifty billion devices in total [28]. But 

computation and storage capabilities of IoT enabled terminals 

are still severely limited [29]. 

The data (In the form of images) stored in these IoT terminals 

are strongly related to the user’s private information, which are 

more sensitive and needs to be protected [30–32]. In the current 

scenario, users are more sensitive to protect privacy while using 

IoT technology [33–35]. 

 

III. Methodology 

 

This work presented an efficient dual security based encryption 

scheme. In the first level of security, random key size (64-bits, 

80-bits, and 96-bits) is used which is not known to the user. 

While in second level of security, a unique session key is used 

for cryptographic purpose and this unique random session key is 

produced by using the hybridization of crossover and logistic 

chaotic map. The presented encryption algorithm completes in 

03 different phases, given below- 

 

3.1 Key Generation Phase 

This phase generates a secure unique session key by using the 

hybrid concept of crossover and logistic chaotic map. The details 

about logistic chaotic map and crossover are discussed in 3.1.1 

and 3.1.2 sections respectively.  

 

3.1.1 Logistic map 

 

It is described by the following quadratic recurrence relation – 

 

 xm+1 = f(x) =  a xm (1 − xm )                                 (1)                          

 

Where   a ϵ (1, 4)   and xm  ϵ (0, 1)      

 

3.1.2 2-Point Crossover Operator 

 

In this section, two different crossover points are generated by 

using algorithm 1to create more diffusion in generated binary 

strings. Here for each image transmission, two-different 

crossover points are taken randomly. 

 

3.2 Encryption Phase 

  

This phase described the encryption process of presented 

scheme. Since in key generation three different keys, each 

having 64, 80, and 96-bit key in size, are generated. So image 

information will be encrypted by using any of the above key 

sizes. The key size will be selected by the random function that 

will be unknown to the user and also for encrypted image 

information; a new key size will be used each time for securing 

information from a man-in-middle attack. This two-level 

security will improve the efficiency of the presented algorithm. 

At the very first level, the presented scheme will select the key 

size and at the second level, a unique session key will be 

generated each time for encrypting image information. These 

two levels will work each time for each image encryption.  

If a random function selects the 64-bit key size then the 

following encryption steps are held during the encryption phase. 

Here the encryption phase completes in two different swaps and 

04 different rounds. Each encryption round contains two logical 

operators EX-NOR, EX-OR, and one user-defined function (f). 

The first and second swap is performed after the 1st and 3rd 

encryption rounds, respectively. This user-defined function is 

also based on a 2-point crossover. Algorithm 1 shows the steps 

of encryption using a 64-bit key 

 

Algorithm 1 

 

1: Separate the first 64-bits of plain-text into four consecutive 

blocks (B1, B2, B3, and B4), each having 16-bits in size. 

2: Perform EX-NOR operation on block B1 with key K0. 

3: Apply crossover function on a block taken from step 2. Now 

perform EX-OR operation between a block taken after 

performing crossover function and block B3. 

4: Perform EX-NOR operation on block B4 with key K0. 

5: Apply crossover function on a block taken from step 4. Now 

perform EX-OR operation between a block taken after 

performing crossover operation and a block B2. 

6: Repeat the above steps for K1, K2, and K3. 
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Else if the random function selects the 80-bit key size then the 

following encryption steps are held during the encryption phase. 

In this case, the encryption phase completes in two different 

swaps and 05 different rounds. Algorithm 2 shows the 

encryption process using an 80-bit key. 

 

Algorithm 3: 

1: Separate the first 64-bits of plain-text into four consecutive 

blocks (B1, B2, B3, and B4), each having 16-bits in size. 

2: Perform EX-NOR operation on block B1 with key K0. 

3: Apply crossover function on a block taken from step 2. Now 

perform EX-OR operation between a block taken after 

performing crossover function and block B3. 

4: Perform EX-NOR operation on block B4 with key K0. 

5: Apply crossover function on a block taken from step 4. Now 

perform EX-OR operation between a block taken after 

performing crossover operation and a block B2. 

6: Repeat the above steps for K1, K2, K3, and K4. 

 

3.3 Decryption phase: The reverse procedure of encryption is 

performed in this phase.  

IV. SIMULATED RESULTS AND ANALYSIS 

In this section, experiments on various parameters are performed 

for evaluating the efficiency of the presented scheme. 2 GB 

RAM and i3 processor are taken for simulations. MATLAB 

2015 software is used for experiments. In this work, an 8-digit 

hexadecimal symmetric key “0123456789012345” is used for 

experimental purpose. The following lenna image is taken for 

experiment purpose. Figure 1 show the encryption and 

decryption process of presented scheme. Table 1 shows the 

simulated results using presented scheme on different 

parameters. 

 
(Lenna Image) 

 

 
Figure 1: Encryption and decryption process 

 

4.1 Key sensitivity analysis 

 

Any encryption scheme is said to be secured if it is very much 

sensitive to the key. That means minor changes in the used key 

should reflect a greater change in the decoded image. For this, a 

well-known test, the Avalanche test, is used. According to the 

avalanche test, 1-bit flip in the key will change at least 50% bits 

in the decoded image. Figure 2 shows the presented scheme is 

key sensitive. 

Figure 2: Key sensitivity test 

 

4.2 Resistance to statistic attack 

 

4.2.1 Histogram analysis 

Histogram analysis is generally used to guess the similarities 

between the encrypted and the plain image. In this work, the 

histogram of encrypted image represents the uniform sharing of 

different pixels that shows the presented scheme is secured 

enough from statistical attacks. Figure 3 shows that the 

presented scheme is secured from statistical attack. 

 

 
 

Figure 3: Histogram analysis of lenna image (Original and 

Encrypted) 

 

4.2.2 Correlation analysis 

 

The following equations are used to evaluate the correlation 

among adjacent pixels in cipher and plain image both.   

 

COV (w, x) =  F(w − F(w))(x − F(x))                             (2)                                                                                               

  

Rwx =  
Cov(w,x)

√D(w) √D(x)
                                                              (3)                                                                                                               
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For numerical calculations, the following equations are used, 

where w and x represent the adjacent pixels value in a image.   

 

F(w) =  
1

M
 ∑ wi

M
i=1                                                                   (4)                                                                                                                               

D(w) =  
1

M
 ∑ ( wi 

M
i=1 –  F(w))(x − F(x))                               (5)                                                                                         

COV(w, x) =  
1

M
 ∑ ( wi 

M
i=1 –  F(w))(xi − F(x))                     (6)                                                                                  

In figure 3, it is cleared that there is no correlation (Vertical, 

horizontal, and diagonal) among adjacent pixels. 

 

4.3 Resistance to differential attack: 

The NPCR is used to compare the amount of different pixels in 

the two images as a percentage of the total number of pixels. A 

good encryption algorithm should have a higher NPCR value.  

The following equation is used to evaluate the NPCR value-  

NPCR =  
∑ B(i,k)i,k

H X W
 ∗ 100 %                                                     (7)     

Where H is used for the height and W for the width of the image.  

B (i, k) is defined as 

 

B(j, i) =  {
0,    if P1(i, k) = P2(i, k)
1,                     Otherwise

                                     (8) 

 

                                                 

Figure 4: Correlation analysis (Horizontal, Vertical, and Diagonal) 

 

Table 1: Simulated results of Lenna Image 

Parameters 
Iteratio

n 1 

Iterati

on 2 

Iterati

on 3 

Aver

age 

Entropy 

(Plain 

Image) 

7.4509 7.4509 7.4509 
7.450

9 

Entropy(

Cipher 

Image) 

7.9967 7.9963 7.9975 
7.996

8 

NPCR 99.62 99.60 99.66 99.63 

Horr. 

Correlation 
0.0081 0.0023 0.0079 

0.006

1 

Vert. 

Correlation 
0.0084 0.0027 0.0073 

0.006

1 

Diag. 

Correlation 
0.0514 0.0404 0.0295 

0.040

4 

Encryptio

n Time 
0.0087 0.0053 0.0074 

0.007

1 

 

4.4 Comparison with existing techniques 

This section shows the comparative chart between existing 

schemes and presented scheme. This comparative chart is shown 

in table 2. 

 

 

V. CONCLUSION 

 

A novel cryptographic scheme based on dual security is 

presented in this paper, which is most secure from different 

attacks such as differential attacks, noise attacks etc shown in 

experimental results. The main contributions in this scheme are 

– 

Existi

ng 

Tech

nique

s 

Key 

space 

NPC

R 

Horr. 

Corr. 

Verti. 

Corr. 

Diago. 

Corr. 

Entrop

y 

Ref. 

[13] 
2440 99.61

85 

− 

0.0059 

− 

0.0146 
0.0211 7.9992 

Ref. 

[14] 
2231 

99.59

56 
0.0335 

− 

0.0174 

− 

0.0295 
7.9976 

Ref. 

[15] 
>2100 

99.63

06 
0.0039 0.0059 

− 

0.0050 
7.9994 

Ref. 

[16] 

>1014

0 
99.22 0.0036 0.0007 0.0053 7.9920 

Present

ed 

work 

296 

99.66

(max

) 

0.0023(

min) 

0.0027(

min) 

0.0056(

min) 

7.9975(

max) 
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a) This scheme provides dual security, one because of the 

selection of key size (It will be done during run time) 

and another due to the hybridization of crossover and 

logistic chaotic map. This dual security makes the 

presented scheme more efficient. 

b) Also, a 2-point crossover operator is used in the 

encryption phase for enhancing diffusion in the 

presented scheme. 

c) The presented scheme is lightweight because of its code 

length, i.e. 582 (In MATLAB). 

Future work is to use the presented scheme in real world 

scenario. 
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